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. What parens need fo know about,

- CATFISHING

In this technological era, making friends online and

communicating with them are normal parts of ife. Unfortunately,
there are people out there who may try and exploit your trust.
Catfishing is when someone creates a fake online profile to trick
0 thinking they are somebody else. They assume a foke
identity goes the extra mile to make their victim befieve that

people

WHY DO PEOPLE
CATFISH?

The term ‘tatfialy’ was coloed in 2 2010
documentary sbout 2 man who devslaped an
srnline relationihip with 2 woman, only to
discover the perion he thought he was
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Jobn, friends and tographs to the fake
sccounts. The alm of the perpetrator may be 1o
lurw victine into o sevwal relationthip, but they
can alio be part of social engineering to trick
people out of money Atter buibding wp trust
and developing an onkine relatiomihio »
tatfisher may aob for Cash for a losn, money for
travel, or come other form of payment
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they are exactly who they say they are.

OTHER CONCERNS
&WORRIES

Catfahing can estalate very guickly. Ay
1smeone srecuting a (athihing scam | looking
1o achieve & goal - whatever that may be - they

arw lhaly 10 want 1o get things moving as

Quichly a4 pessible. The victim may be

encouraged to develop 2 relationsthip taster
than they are comiortatile with. in addition to
thia, people who creste Take identities could
also be taking the victim's photes and
protanding ta be them It s comman for
fravditens 10 post pectures stoien from social
media utre inthuding Fetrbook snd Imtagiam
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=  HOWTOSPOT
CATFISHING

Profile pictures and other photos that are
posted can be big indicators. To avaid
revealing thelr real ideatity, a catfaher may
use 1tock images of models. other peoples
PHatos or Phatos in whiach it is deficult to see
thair face. They may try to limit chat to
teat based meriaging snd anything involving
videa i1 bhaly to be thunned for feer of
revealing their true identity. Through the
course of conversations, there may be
mcontitenoes with wh waid, or inttance
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